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Agenda
� Trends in Motivation
� E x ist ing  t h rea t s  a nd L e s s ons  f r om  th e  P as t
� N e w Th rea t s
� C o p ing  w it h  Th rea t s:  C onc l u s ions a nd 
R ec o m m enda t io ns
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T rend s  in 
mo tiv a tio ns

The threat ec o n o m y
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S o m e s t at i s t i c s
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T h r eat  E c o no m y :  I n t h e P as t

E nd  V al ue

Espionage
( C or por at e/  
G ov er nm ent )

F am e

T h ef t

W rit ers A s s et

V ir u s

T ool  and  
T ool k it  W r it er s

W or m
T r oj ans

M al w ar e W r it er s

C om pr om ise 
I nd iv id u al  
H ost  or  

A ppl ic at ion

C om pr om ise 
Env ir onm ent
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T h r eat  E c o no m y :  T o day
Writers M id d l e M en S ec o n d  S ta g e 

A b u sers

Bot-N e t M a n a g e m e n t:
F or  R e n t,  f or  L e a s e ,  

f or  S a l e

Bot-N e t C r e a ti on

P e r s on a l  
I n f or m a ti on

E l e c tr on i c  I P  
L e a k a g e

W or m s

S p y w a r e

T ool  a n d  
T ool k i t W r i te r s

V i r u s e s

T r oj a n s

M a l w a r e  W r i te r s

F irst S ta g e 
A b u sers

M a c h i n e  
H a r v e s ti n g

I n f or m a ti on  
H a r v e s ti n g

H a c k e r / D i r e c t 
A tta c k

I n te r n a l  T h e f t:  
A b u s e  of  
P r i v i l e g e

I n f or m a ti on  
Br ok e r a g e

S p a m m e r

P h i s h e r

E x tor ti on i s t/  
D D oS -f or -H i r e

P h a r m e r / D N S  
P oi s on i n g

I d e n ti ty  T h e f t

C om p r om i s e d  
H os t a n d  

A p p l i c a ti on

E n d  V a l u e

F i n a n c i a l  F r a u d

C om m e r c i a l  S a l e s

F r a u d u l e n t S a l e s

C l i c k -T h r ou g h  
R e v e n u e

E s p i on a g e
( C or p or a te /  
G ov e r n m e n t)

F a m e

E x tor te d  P a y -O f f s

T h e f t
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C h angi ng F ac e o f  T h r eat s
�Change in p u r p o s e

S h if t f r om  f am e  to oth e r ,  h ig h e r -val u e  
m otivations :  p r of it,  r e ve ng e ,  c om p e tition
B y  f ar  th e  s tr ong e s t m otivator  is  now  p r of it:  
th e r e ’s  g ood ,  r e l ative l y  e as y  m one y  to b e  m ad e  
b y  c om m itting  a c om p u te r  c r im e  or  tw o

�Change in ex p ec t ed  b ehav io r
L e s s  nois y
Mor e  s op h is tic ate d
Mor e  var iants ,  s m al l e r  s c op e  of  e ac h
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O l d  a nd  
unres o l v ed
th rea ts
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O l d ( and U nr es o l v ed)  T h r eat s
� W o rm s a nd V iru ses
� B o t net s
� S p a m
� S p y w a re
� P h ish ing ,  P h a rm ing ,  a nd I dent it y  Th ef t
� A p p l ic a t io n S ec u rit y
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T h r eat s  t o  Y o u r  U s er s :  
W o r m s  and V i r u s es
� 2 0 0 6 - N o t  a  b i g  y e a r  i n  
w o r m s  a n d  
v i r u s e s …W h y ?

� O p p o r t u n i t y  s h r i n k i n g
� M o t i v a t i o n  c h a n g i n g
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R es u r genc e o f  B o t net s
� B o t net :  a  c o l l ec t io n o f  c o m p ro m ised 
m a c h ines ru nning  p ro g ra m s u nder 
a  c o m m o n c o m m a nd a nd c o nt ro l  
inf ra st ru c t u re

� B u il ding  t h e B o t net :  
Viruses, worms; infected spam; drive-b y  
downl oads; etc.

� C o nt ro l l ing  t h e B o t net :
C overt-ch annel  of some form U sing a B ot net  t o S end  S pam

1 . A  b otn e t op e r a tor  s e n d s  ou t v i r u s e s  or  
w or m s ,  i n f e c ti n g  or d i n a r y  u s e r s ’
W i n d ow s  P C s  

2 . T h e  P C s  l og  i n to a n  I R C  s e r v e r  or  oth e r  
c om m u n i c a ti on s  m e d i u m

3 . A  s p a m m e r  p u r c h a s e s  a c c e s s  to th e  
b otn e t f r om  th e  op e r a tor  

4 . T h e  s p a m m e r  s e n d s  i n s tr u c ti on s  v i a  th e  
I R C  s e r v e r  to th e  i n f e c te d  P C s —

5 . . . . c a u s i n g  th e m  to s e n d  ou t s p a m  
m e s s a g e s  to m a i l  s e r v e r s

S ou r c e :  w w w . w i k i p e d i a . or g
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W h at  Ab o u t  S p y w ar e?
� S t il l  a m aj or t h reat

D riv e-b y  d o w n l o a d s stil l  a  m a j o r so u rc e o f  in f esta tio n
I m a g e-b a sed  v u l n era b il ities in  p a rtic u l a r en a b l e th is ( WM F  a n d  j p g  
v u l n era b il ities a re g o o d  ex a m p l es)
H o w ev er,  c o n f u sin g  o r m isl ea d in g  E U L A s stil l  a  p ro b l em

� A  Troj an b y  any  ot h er nam e—
S p y w a re is in c rea sin g l y  in d istin g u ish a b l e f ro m  c erta in  c l a sses o f  v iru s
N a sty  ra c e c o n d itio n :  sh eer n u m b er o f  v a ria n ts m a k es it v ery  d if f ic u l t f o r 
tec h n o l o g y  so l u tio n s to  h it 10 0 %  a c c u ra c y  a t a  g iv en  m o m en t

� R is e of int el l ig ent  s p y w are
D irec ted  a d v ertisin g  is m o re v a l u a b l e th a n  u n d irec ted
M o re so p h istic a ted  sp y w a re m a tc h es u ser-g a th ered  d a ta  w ith  d irec ted  
a d v ertisin g
B o t-b a sed  sp y w a re is a l so  m o re v a l u a b l e,  a s it c a n  b e u p d a ted  o v er tim e
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P h i s h i ng,  P h ar m i ng,  and I dent i t y  T h ef t
M U N D O -B A N K . C O M

H os ts  F i l e :
m u n d o-b a n k . c om =  1 7 2 . 1 6 8 . 2 5 4 . 2 5 4

1 7 2 . 1 6 8 . 1 . 1

C o m e  s e e  u s  a t  
w w w . m u n d o -b a n k . c o m
< 172. 168. 254. 254>

MUNDO-B A NK . C OM

� � � � � �� � �� 	


 � � � �

M U N D O -B A N K . C O M

1 7 2 . 1 6 8 . 1 . 1

 � � � �� � � � � � � �

� � � � � � �

P H I S H I N G P H A R M I N G

MUNDO-
B A NK . C OM

1 7 2 . 1 6 8 . 2 5 4 . 2 5 4

� � � � � � � � � � �

MUNDO-
B A NK . C OM

1 7 2 . 1 6 8 . 2 5 4 . 2 5 4

• I d en tity  th ef t c o n tin u es to  b e a  p ro b l em
• P h ish in g  sc a m s g ro w in g  in  
so p h istic a tio n  ev ery  d a y

• P ro tec tin g  y o u r u sers:  im p l em en t so m e 
tec h n o l o g y ,  b u t d o n ’t f o rg et u ser 
ed u c a tio n ! !

• I f  y o u ’re a  ta rg et:  
• C o n sid er “p erso n a l iz a tio n ”
tec h n o l o g ies ( e. g .  u ser-c h o sen  
im a g es o n  a  w eb p a g e)

• S u p p o rt id en tif ied  m a il  in itia tiv es,  l ik e 
D K I M



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lE S T . p p t 14

Example: Hybrid Threats
Combination Attacks involving  
V ir u se s and  P h ish ing

Example: Hybrid Threats
Combination Attacks involving  
V ir u se s and  P h ish ing
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Ap p l i c at i o n S ec u r i t y :  P o r t  4 4 3  P r o b l em
� W e’v e “so lv ed” the po rt 8 0  pro blem

P or t 8 0  p r oble m:  e ve r y th ing r id e s on p or t 8 0 ,  as it’s u nive r sally  
op e n ou tbou nd
H ow e ve r ,  th at give s r ise  to:

� P o rt 4 4 3  pro blem: en c rypted po rt 8 0  pro blem
� Ho w  do  I  en f o rc e po lic y o v er the en c rypted tu n n el?

S e r vice  u se  e nf or ce me nt:  P 2 P  f ile  sh ar ing;  instant me ssaging;  
ou tbou nd  inf or mation cond u its
Acce p table  u se  monitor ing:  anony mou s p r ox ie s,  r e d ir e cts,  e tc.  
to ge t ar ou nd  U R L  F ilte r ing 
M alw ar e  scanning:  cannot scan obj e cts—e mail,  I M ,  w e b 
d ow nload s

� N o te the c o ro llary ( an d less disc u ssed)  pro blem o f  po rt 
2 2  ( S S H)
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N ew th rea ts
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N ew  T h r eat s
� R F I D  Th rea t s
� S erv ic e-O rient ed A rc h it ec t u res
� V o ic e o v er I P  Th rea t s
� D ev ic e P ro l if era t io n a nd M o b il e D ev ic es
� O u t so u rc ing
� D ist rib u t ed W o rk f o rc e
� C o nnec t ed H o m e
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N ew  T hr eat s  in A p p l ic at io n S ec u r it y :
X M L  and  S er v ic e O r ient ed  A r c hit ec t u r es

W h a t  is a n S O A ?
� Interlinked system of 
serv ic es,  c ommu nic a ting  
w ith  a  sta nda rd 
meth odolog y (XM L ,  
S O A P ,  etc )  – “W eb  
serv ic es”

� E na b les “systems of 
systems”;  tying  tog eth er 
disp a ra te b a c kend 
a p p lic a tion systems into a  
c oh esiv e w h ole

M a j o r S ec u rit y  C o nsidera t io ns:
� D irec tly ex p oses th e a p p lic a tion tier to 
ex terna l entities for th e first time

� S ec u rity c onc erns inv olv e b oth  access 
co n t r o l p rob lems (b a sed on strong  or 
w ea k identity c redentia ls) ,  a s w ell a s 
n ew  at t ack  t y p es (“X-ma lw a re”,  “X-D oS ”,  
etc )

� E na b les new  sec u rity c a p a b ilities for 
integ rity a nd c onfidentia lity:  field-lev el 
enc ryp tion serv ic es;  doc u ment sig ning ;  
c ontent tra nsforma tion serv ic es,  etc .

� N ot “new ” th is yea r p er se,  b u t sta rting  to 
h it c ritic a l ma ss
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N ew  T h r eat :  V o i c e o v er  I P  T h r eat s
G ar tne r  G r ou p  S u m s  I t u p  B e s t:  
� “T h e  h y p e  s u r r ou nd ing  V oI P  th r e ats  h as ,  th u s  f ar ,  
ou tp ac e d  ac tu al  attac k s ”

T h ou g h ts  on W h y :
� O p p or tu nity :  w e l l  u nd e r s tood  b u s ine s s  r is k  is  
p r om oting  inte g r ation of  s e c u r ity  te c h nol og ie s  
in voic e  d e p l oy m e nts

� O p p or tu nity :  l im ite d  p ool  of  te c h nic al  e x p e r ts  
on voic e  w ith in attac k e r  c om m u nity

� Motivation: no w e l l -e s tab l is h e d  b u s ine s s  m od e l  
d r iving  f inanc ial  inc e ntive s  to attac k
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C o p i ng w i t h  
T h r eat s

C onc l u s ions  and  R e c om m e nd ations
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I nc i dent  R es p o ns e B as i c s
I nc id ent  R es p ons e L ife C y c l e

P r e-I nc id ent  
P l anning

D et ec t ion 
and  A nal y sis

C ont ainm ent  
and  C ont r olR ec ov er y

P ost -I nc id ent  
P ol ic y  and  
P r oc ess 
A nal y sis

1

2

34

5

� M ost imp orta nt step :  
S t ep  1

� S ec ond most imp orta nt 
step :  
S t ep  5

� M ost c ommonly 
skip p ed step :  S t ep  1

� S ec ond most 
c ommonly skip p ed 
step :  S t ep  5

� T h er e’s a m essag e 
i n  h er e so m ew h er e…

A d a p te d  f r om  r e p or ts  a t w w w . g a r tn e r . c om a n d  w w w . s e c u r i ty f oc u s . c om
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F i l l i ng i n t h e C i s c o  S ec u r i t y  S o l u t i o n 

� C isc o  o f f ers a  b ro a d  su ite o f  
h ig h l y  in teg ra ted  n etw o rk  &  
en d p o in t sec u rity  so l u tio n s 
a c ro ss a l l  p o in ts in  th e n etw o rk
F ir ew al l
S it e-t o-S it e and  R em ot e A c c ess V P N
I D S / I P S
N et w or k  A d m ission C ont r ol
S ec u r it y  M anagem ent

I n t e r n e t

E n d p oi n t
Cisco Security Agent

N etw ork  Ad m ission Control

N e tw or k  &  P e r i m e te r
F irew a l l ,  I P S

SSL  V P N ,  Anti-X

Br a n c h  O f f i c e
F W ,  I P S,  V P N

W i r e l e s s  S e c u r i ty  
R ogue AP ,  I P S

I P C  S e c u r i ty  
I nf ra structure,  

Ca l l  M a na gem ent,  
Ap p l ica tions,  E nd p oints

D a ta  C e n te r

� I ro n p o rt ex p a n d s th a t 
en d -to -en d  so l u tio n  w ith  
m essa g in g  a n d  w eb  
c o n ten t sec u rity  serv ic es

E M A I L
Security 
Ap p l ia nce

W E B
Security
Ap p l ia nce

S e n d e r Ba s e

I r o n p o r t
M e s s a g i n g  S e c u r i ty
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Cis c o  A gr eem ent  t o  A c q u ir e I r o np o r t  S y s t em s
� Mar k e t

– C is c o ex p and ing  from  $ 5 B  N et w ork  S ec urit y  m ark et  
int o ad j ac ent  $ 2 . 0 B  Mes s ag ing  S ec urit y  m ark et

� Mar k e t P os ition
– I ronp ort  is  Mes s ag ing  S ec urit y  Mark et  L ead er

� P r od u c ts  and  T e c h nol og y
– I ronp ort  Mes s ag ing  S ec urit y  S ol ut ions  b uil t  on:  

• H ig h -p erform anc e A p p l ianc es  
• I ronp ort  Mes s ag ing  S ec urit y  S erv ic es :  S end erB as e®

( A nt i-S p am ,  C ont ent  F il t ering ,  et c . )
• P art ner S erv ic es :  A nt i-V irus ,  U R L  F il t ering ,  et c .
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